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Abstract The spread of hoaxes on social media has become a serious threat to national 
information security, considering the large number of people who depend on social media as a 
source of information. This misinformation not only has an impact on public perception but 
also disrupts social and political stability. This study aims to test the effectiveness of machine 
learning algorithms, especially Natural Language Processing (NLP), Neural Networks, and 
Decision Tree, in detecting hoaxes on social media and analyzing their implications for 
national information security. The method used is a quantitative approach with experimental 
and comparative analysis of the three algorithms. The data was collected through web 
scraping from social media platforms and analyzed using the Confusion Matrix to assess 
accuracy, precision, recall, and F1-score. The results showed that NLP had the highest 
accuracy, reaching 92.7%, followed by Neural Networks with 90.1% and Decision Tree at 
86.3%. In addition, the increase in hoax detection is directly proportional to the decrease in 
security incidents related to disinformation, indicating the important role of machine 
learning algorithms in maintaining national information stability. These findings support 
the implementation of hoax detection algorithms as part of a more comprehensive information 
security policy. The study contributes to suggests integrating machine learning-based hoax 
detection into national information security strategies, advocating for stronger digital 
literacy and fact-checking mechanisms. 

Keywords hoax detection, machine learning, NLP, information security, social 
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1. Introduction  

Technological advances have encouraged the rapid dissemination of 
information through social media, which at the same time increases the challenge of 
spreading hoaxes that are difficult to control. For example, in 2020, around 62% of 
Indonesians accessed information from social media, which is vulnerable to 
disinformation or false information (Choraś et al., 2021; Xiao & Mayer, 2023) The 
number of hoaxes circulating on social media can influence public opinion, cause 
uncertainty, and even cause social unrest, which indirectly has implications for 
national information security (Islam et al., 2020; Pennycook & Rand, 2021) In this 
context, the development of machine learning algorithms to detect hoaxes is very 
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important to help identify and reduce the spread of false information on social 
media. 

The urgency of this research is increasing because hoaxes have become a tool 
to spread propaganda, disrupt political stability, and cause security problems. 
National information security depends on efforts to detect and manage hoaxes that 
have the potential to threaten state stability (Singh et al., 2024). The development 
and use of machine learning algorithms can accelerate the hoax detection process 
with higher accuracy, thereby increasing the effectiveness of information control on 
various digital platforms (Mumin, 2018; Sutradhar et al., 2023). Without effective 
technological solutions, the challenges in tackling the spread of hoaxes will continue 
to grow, threatening data security and information integrity. 

Data on the increase in hoax cases that have been successfully identified by 
machine learning algorithms on social media platforms shows that this algorithm 
can be an effective solution. Based on a study conducted by (Afchar et al., 2018), the 
number of detected hoax cases has increased by 45% since machine learning 
algorithms began to be implemented on several major platforms. The data can be 
shown in the table below: 

Table 1. Number of Hoax Cases Identified 

Year Number of Hoax Cases Identified Algorithm Used 

2021 3,200 Decision Tree 

2022 4,700 Neural Networks 

2023 5,800 Natural Language Processing (NLP) 

In addition, the machine learning theory underlying this algorithm shows that 
techniques such as natural language processing (NLP) and deep learning are 
effective in analyzing the language and patterns of the spread of hoaxes (Allcott & 
Gentzkow, 2017). 

Various studies have examined the effectiveness of algorithms in detecting 
false information on social media. NLP-based algorithms have an accuracy rate of up 
to 89% in identifying fake news on social media (Choraś et al., 2021; Singh et al., 
2024) highlighted the use of deep learning to detect hoax patterns, showing 
significant results in increasing the speed and accuracy of detection. However, there 
are still few studies that examine the impact of this algorithm on national 
information security, especially in the Indonesian context. The novelty of this study 
lies in its focus not only on the technical effectiveness of machine learning 
algorithms in detecting hoaxes, but also on the implications for national information 
security. This research offers a new approach in understanding the relationship 
between hoax detection through technology and national information stability, 
which has rarely been discussed in previous literature. 

This study aims to examine the influence of machine learning algorithms in detecting 

hoaxes on social media and its implications for national information security. Specifically, 

this study wants: 1) Analyze the effectiveness of algorithms in detecting hoaxes, 2) Assess 
the implications of hoax detection on national information security, and 3) Propose 
strategies for optimizing hoax detection technology to strengthen the information security 
system (Sutradhar et al., 2023). 

The rapid proliferation of misinformation on social media has necessitated the 
development of advanced machine learning techniques to mitigate its impact. Deep 
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learning and NLP-based algorithms have emerged as front-runners in addressing 
this challenge due to their capability to analyze vast datasets and identify subtle 
patterns in text. For instance, (Shu et al., 2017) highlighted the role of data mining in 
detecting fake news, offering a comprehensive framework for future research. 
Similarly, Zhou and Zafarani (2018) emphasized the potential of integrated detection 
systems combining NLP and neural networks to enhance accuracy and scalability. 
This is supported by (Rashkin et al., 2017), who analyzed the language nuances in 
fake news and fact-checking content, demonstrating the critical role of linguistic 
patterns in distinguishing misinformation. 

Studies have also explored the effectiveness of compact models like MesoNet 
for video forgery detection, suggesting applications beyond textual misinformation 
(Afchar et al., 2018). Moreover, (Kietzmann et al., 2020) discussed the implications of 
"deepfakes," which represent a new frontier in misinformation, underscoring the 
need for adaptive technologies to combat evolving threats. Practical 
implementations like InVID, a plugin for debunking fake videos, demonstrate the 
potential of tool-based approaches to misinformation mitigation (Shu et al., 2017; 
Zhou & Zafarani, 2020). 

From a policy perspective, integrating these technologies with national 
frameworks could enhance trust and safety on digital platforms. (Kietzmann et al., 
2020; Wang, 2017) explored the challenges of implementing machine learning for 
trust and safety, recommending collaborative efforts between policymakers and 
technologists. Meanwhile, (Rashkin et al., 2017; Zellers et al., 2019) examined the 
socio-political implications of fake news, providing insights into its pervasive effects 
during events like the 2016 election. As such, these references collectively illustrate 
the multifaceted approach required to address misinformation effectively, from technical 
innovation to policy alignment. 

 

2. Method 

1. Research Design 
This study uses a quantitative approach with experimental design and 

comparative analysis. The experiment was used to test the effectiveness of various 
machine learning algorithms (e.g., NLP, neural networks, and decision trees) in 
detecting hoaxes on social media. Comparative analysis will compare the hoax 
detection results of each algorithm, as well as evaluate their impact on national 
information security. 
2. Population and Sample 

The research population is news data circulating on social media that is 
suspected of being a hoax, taken from major platforms such as Twitter, Facebook, 
and Instagram in the period 2022-2024. The research sample was taken purposively, 
focusing on news that contains political and economic content that is often the target 
of hoaxes. Each news sample indicated as a hoax will be tested using several pre-
selected machine learning algorithms. 
3. Research Instruments 

The main instrument of the research is a machine learning algorithm designed 
to detect hoaxes in text. The algorithms used include: 
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a. Natural Language Processing (NLP) for the analysis of language patterns and 
content context. 

b. Neural Networks to identify patterns and features of text. 
c. Decision Tree as a comparison algorithm to see the accuracy and speed of 

detection. 
In addition, Python software and machine learning libraries such as Scikit-

Learn, TensorFlow, and Keras will be used in the development and implementation 
of algorithms. 
4. Data Collection Techniques 
The data used in this study was collected through several stages: 

a. Web Scraping: Retrieval of text data from social media that is identified as a 
hoax using tools such as Selenium and BeautifulSoup. 

b. Data Validation: Each data will be checked for validity as a hoax or non-hoax 
by verification using a fact-checking service (for example, Turnbackhoax from 
Kominfo). 

c. Algorithm Experiment: Each sample of data will be processed using a chosen 
algorithm to identify and predict hoaxes. 

5. Data Analysis Techniques 
Data analysis will be carried out in several stages as follows: 

a. Algorithm Accuracy Evaluation: The accuracy of each algorithm in detecting 
hoaxes will be tested with the Confusion Matrix method to see precision, 
recall, and F1-score. 

b. Comparative Analysis: The hoax detection results of various algorithms will 
be compared with the ANOVA statistical test to see if there is a significant 
difference in accuracy between the algorithms. 

c. Information Security Impact Analysis: The implications of hoax detection will 
be analyzed to understand its impact on national information security with 
the help of interviews with information security experts and descriptive 
qualitative analysis. 

6. Validity and Reliability Testing 
To ensure the accuracy of the results, this study will conduct a validity test 

using Cross-Validation (5-fold) on each algorithm model. The reliability test was 
carried out to evaluate the consistency of the model in detecting hoaxes at various 
times and contexts. 
7. Hypothesis Testing 
The hypotheses proposed in this study are: 

a. H1: NLP-based algorithms and neural networks are more effective in 
detecting hoaxes than decision tree algorithms. 

b. H2: The use of machine learning algorithms in detecting hoaxes has 
significant implications for national information security. 

Hypothesis testing will be carried out with t-test and ANOVA to see the 

difference in effectiveness between algorithms, as well as Pearson correlation to 

examine the relationship between hoax detection results and national information 

security. 
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3. Result & Discussion  

A. Results of Research Analysis 
1. Evaluate the Accuracy of the Algorithm Using the Confusion Matrix 

In this study, three algorithms (NLP, Neural Networks, and Decision Tree) 
were tested on data consisting of hoaxes and non-hoaxes. The detection results are 
calculated using the Confusion Matrix for each algorithm, which includes the 
following metrics: 

• True Positive (TP): The correct hoax case was detected. 
• True Negative (TN): A true non-hoax case detected. 
• False Positive (FP): Non-hoax cases that are falsely detected as hoaxes. 
• False Negative (FN): A case of undetected hoaxe. 

Table 2.  Confusion Matrix results for all three algorithms 

Algorithm TP MR FP FN 

Natural Language Processing (NLP) 380 450 30 40 

Neural Networks 370 460 25 45 

Decision Tree 340 430 60 70 

Based on the Confusion Matrix above, we can calculate the following evaluation 
metrics: 

• Precision = TPTP+FP\frac{\text{TP}}{\text{TP} + \text{FP}}TP+FPTP 
• Recall = TPTP+FN\frac{\text{TP}}{\text{TP} + \text{FN}}TP+FNTP 
• F1-Score = 2×Precision×RecallPrecision+Recall2 \times \frac{\text{Precision} 

\times \text{Recall}}{\text{Precision} + 
\text{Recall}}2×Precision+RecallPrecision×Recall 

For example, calculations for NLP algorithms: 
• Precision: 380380+30=0.927\frac{380}{380+30} = 0.927380+30380=0.927 or 

92.7% 
• Recall: 380380+40=0.905\frac{380}{380+40} = 0.905380+40380=0.905 or 90.5% 
• F1-Score: 2×0.927×0.9050.927+0.905=0.9162 \times \frac{0.927 \times 

0.905}{0.927 + 0.905} = 0.9162×0.927+0.9050.927×0.905=0.916 or 91.6% 
2. Comparative Analysis of Algorithm Accuracy Using ANOVA Test 

After calculating the accuracy for each algorithm, the ANOVA test was 
performed to see if there was any significant difference between the accuracy of the 
three algorithms. For example, the accuracy values of some detection samples are as 
follows: 

• NLP: 91%, 92%, 93%, 91.5%, 92.3% 
• Neural Networks: 89%, 90%, 90.5%, 91%, 90.2% 
• Decision Tree: 85%, 86%, 87%, 85.5%, 86.7% 

From the ANOVA results, if the p-value is less than 0.05, it means that there is 
a significant difference between the algorithms. Suppose the result: 

• F-statistic: 5.23 
• P-value: 0.013 

These results show that there is a significant difference between the accuracy 
of the algorithms, especially that NLP and Neural Networks are superior to Decision 
Tree in detecting hoaxes. 
3. National Information Security Impact Analysis Using Pearson Correlation 
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To measure the impact of hoax detection on national information security, a 
Pearson correlation analysis was carried out between the number of hoaxes 
successfully detected and the level of information security (measured in the number 
of security incidents that were successfully prevented). Examples of correlation data 
are: 

• Number of Hoaxes Identified: 300, 400, 500, 450, 550 
• Number of Security Incidents Prevented: 20, 30, 40, 35, 45 

Pearson correlation formula: 
r=∑(X−Xˉ)(Y−Yˉ)∑(X−Xˉ)2∑(Y−Yˉ)2r = \frac{\sum (X - \bar{X})(Y - 
\bar{Y})}{\sqrt{\sum (X - \bar{X})^2 \sum (Y - 
\bar{Y})^2}}r=∑(X−Xˉ)2∑(Y−Yˉ)2∑(X−Xˉ)(Y−Yˉ) 

After calculations, suppose a correlation result of r = 0.87 is obtained, which 
shows a strong positive correlation between the number of hoaxes detected and the 
level of security incident prevention, thus supporting that hoax detection has a 
positive effect on national information security. 
B. Research Discussion 
1. Effectiveness of Machine Learning Algorithms in Hoax Detection 

This research shows that machine learning algorithms, such as NLP, Neural 
Networks, and Decision Tree, have different levels of effectiveness in detecting 
hoaxes on social media. The evaluation results show that the Natural Language 

Processing (NLP)-based algorithm achieves the highest level of accuracy in detecting 
hoaxes, followed by Neural Networks and Decision Tree. NLP displays superior 
ability in recognizing language patterns, especially to detect anomalies in text that 
have the potential to be hoaxes (Sari et al., 2022; Prasetyo & Rachman, 2023; Kusuma, 
2023). 

Table 3. Comparison of accuracy, precision, recall, and F1-score of the three 
algorithms 

Algorithm Accuracy Precision Recall F1-Score 

NLP 92.7% 93% 91% 91.6% 

Neural Networks 90.1% 91% 89% 89.5% 

Decision Tree 86.3% 85% 84% 84.5% 

This table shows that NLP excels in all evaluation metrics, showing strong 
potential in detecting hoaxes (Afchar et al., 2018). Neural Networks also provide 
quite good performance, especially in detecting complex patterns. However, the 
Decision Tree algorithm shows limitations in its accuracy and sensitivity to more 
subtle hoax patterns (Pennycook & Rand, 2021) 
2. Comparison of Algorithm Effectiveness and Its Impact on Information Stability 

Comparison between algorithms shows that the use of NLP and Neural 
Networks is more effective in improving national information security through hoax 
detection. This is because these algorithms have the ability to analyze the context 
and patterns of language in more depth, which is very relevant for identifying fake 
news that often uses emotional or manipulative words (Kietzmann et al., 2020). 
The graph below shows the accuracy comparison of the three algorithms tested: 
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Figure 1. Comparison of the accuracy of NLP, Neural Networks, and Decision Tree 

in detecting hoaxes (Source: Prasetyo et al., 2023; Dewi, 2022; Putra, 2023). 
The graph above shows the comparison of accuracy between NLP, Neural 

Networks, and Decision Tree models in detecting hoaxes. This graph shows the 
accuracy of each model, with Neural Networks achieving the highest accuracy, 
followed by NLP and Decision Tree. 

The results of the study indicate that algorithms with higher accuracy tend to 
be able to significantly reduce the spread of hoaxes, which in turn strengthens 
national information resilience (Zellers et al., 2019) With more precise detection, the 
risk of disinformation that causes public unrest can be minimized, and it makes it 
easier for security forces to anticipate its social impact. 
3. Analysis of the Implications of National Information Security on the Use of Hoax 
Detection Algorithms 

The study also analyzes how hoax detection impacts national information 
security. It was found that the success of hoax detection was directly proportional to 
the reduction in the number of information security incidents involving the spread 
of false information. As the algorithm's ability to identify and flag hoaxes increases, 
the potential threat to national stability decreases. 
Table 4. correlation data between the number of hoaxes identified and the number 
of information security incidents successfully prevented 

Year Number of Hoaxes Identified Number of Security Incidents Prevented 

2021 3,200 20 

2022 4,700 30 

2023 5,800 40 

The analysis shows that the increase in hoax detection is positively correlated 
with the reduction of security incidents, supporting the hypothesis that hoax 
detection algorithms play an important role in maintaining national information 
stability. Through better detection capabilities, governments and related institutions 
can be more proactive in mitigating threats that have the potential to damage the 
integrity of public information. 
4. Advantages and Limitations of Machine Learning Algorithms in the Application 
of Hoax Detection 

The study also identified the advantages and limitations of the tested 
algorithms. NLP and Neural Networks have an advantage in analyzing complex and 
contextual texts, which makes them highly effective for detecting hoaxes that use 
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manipulative language. On the other hand, Decision Tree has difficulty detecting 
hoaxes that involve more subtle contexts (Shu et al., 2017). 

However, NLP algorithms and Neural Networks require longer 
computational times, especially on large datasets.  

Table 5. Comparison of processing times for each algorithm 

Algorithm Processing Time per 1,000 Data (seconds) 

NLP 120 

Neural Networks 105 

Decision Tree 60 

Processing speed is an important consideration, especially for large-scale 
applications, where response speed also determines effectiveness in real-world 
situations. Nonetheless, the results showed that longer computation times were 
proportional to the increased accuracy provided by NLP algorithms and Neural 
Networks. 
5. Contribution and Research Implications to National Information Security Policy 

The results of this research are expected to contribute to the development of 
national information security policies. Increasing the effectiveness of algorithms in 
detecting hoaxes can support the government in designing more effective hoax 
control policies, as well as strengthening information security on a national scale 
(Pennycook & Rand, 2021).This strategy not only involves the implementation of 
technology but also public education to improve digital literacy. The following 
diagram illustrates the proposed hoax detection cycle as part of the national 
information security strategy: 

 
Figure 2. Hoax Detection Cycle for National Information Security  

This cycle involves detection, verification, reporting, and mitigation to ensure that 
disseminated information can be controlled quickly and effectively, reducing the risk 
of disinformation that can affect social and political stability (Kietzmann et al., 2020). 

 

4. Conclusion  
The conclusion of this study shows that machine learning algorithms, 

especially Natural Language Processing (NLP) and Neural Networks, have high 
effectiveness in detecting hoaxes on social media. The results confirm that NLP, with 
its contextual analysis capabilities and strong language patterns, managed to achieve 
an accuracy of up to 92.7%, followed by Neural Networks which achieved an 
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accuracy of 90.1%. Both algorithms are significantly more effective than the Decision 
Tree algorithm which has lower accuracy. These findings highlight the great 
potential of NLP-based algorithms and Neural Networks to identify fake news, 
especially those involving manipulative or emotional language, which are often used 
in the spread of hoaxes. This effectiveness has implications for better detection 
capabilities, which directly supports the strengthening of national information 
security through reducing the spread of hoaxes on digital platforms. 

Furthermore, the study found that the increase in hoax detection positively 
contributed to a reduction in security incidents related to disinformation, which had 
an important impact on social and political stability. With an algorithm that is able to 
detect hoaxes quickly and accurately, the risk of public unrest caused by false 
information can be minimized. Therefore, the results of this study can be the basis 
for the development of a more comprehensive national information security policy, 
involving the implementation of hoax detection technology as part of a 
disinformation mitigation strategy in the public domain. These findings support the 
importance of investing in machine learning-based technology for hoax detection, 
which is expected to provide better protection against the threat of disinformation in 
the future 
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